
What could go wrong?

Break-in

We let the data out 
or leave a system 
unsecured

 Financial loss
 Reputational damage
 Business disruption
 Legal action
 Personal harm
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Presentation Notes
We make a mistake or someone breaks in.
Why? Records sell 9-120 on the black market. 100K at 100 a piece are 10M for each sale. Even at 10 per record, it’s a profitable game. Also, power, prestige, disruption. Last election cycle was about security. 
Direct costs
Loss of federal, donor funding
Enrollmets not affected




Source: Elevating Security Awareness. EAB.com. 2015

Presenter
Presentation Notes
Some costs insurable, some not. Indiana university – someone in the registrar’s office left a file with 140K student records in a nonsecure dropbox folder. Sat there for months before being discovered. No evidence that the file had been accessed, but no certainty that it had not been. Had to go through the whole notification process, costs hundreds of thousands of dollars. 



Higher Ed is uniquely hackable

Academic freedom –
global collaboration

New students & 
devices

Autonomous units 
and custom systems

Varying security 
literacy Work from anywhere



Shared responsibility

Centrally 
managed 

prevention

Community 
vigilance



Centrally managed

 Improved scanning
 Improved system 

configuration
 Encrypted SSNs
 Detection for rogue 

wireless
 Moved web sites to a 

secure cloud service

 Even more scanning
 Awareness and training
 Additional firewalls
 Widespread use of 

encryption

We have We will



Community vigilance

Everyone needs to:
 Keep devices up to date
 Use a unique OSU password
 Be savvy about phishing and scams
 Use Box to share sensitive data, not email
 Always report potential problems right away

541-737-8787
is.oregonstate.edu
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